
SSAE SOC1 and SOC 2 
Type 2 accredited

Secure application 
development (OWASP)

Security staff certifications:

Certified data protection 
officer

Security is our 
top priority
Digital security is always changing, so we are constantly 
evolving our approach with responsive protection 
systems that blend proven measures with cutting-edge 
technology. We’re dedicated to keeping your data safe.

Your personal data is secured
Our state-of-the-art data centers are SSAE 18 SOC1 and 
SOC2 Type 2 accredited. All our facilities are protected 
24/7 via a comprehensive network of physical barriers, 
rigorous access control, and surveillance measures such 
as CCTV cameras.

Continuous monitoring
We continuously test our internal systems for 
vulnerabilities and carry out extensive manual code 
reviews to uncover emerging threats. We know it’s 
important to constantly assess and evolve our methods to 
be sure we remain ahead of potential threats.

Rigorous standards
We protect sensitive information using advanced 
encryption standards. To further ensure a top-notch 
security profile, our infrastructure is enhanced with access 
controls such as adaptive authentication.

Trained, verified employees
Only a selection of approved employees can access 
personally identifiable information via our secure, 
encrypted connections. Additionally, all of our employees 
are thoroughly vetted, undergoing background checks 
and drug testing.

Two-factor authentication
Our Allstate Identity Protection portal is protected by two-
factor authentication to help ensure your data stays secure.

Our security 
policies

•	 CISSP

•	 CISA

•	 GIAC

Call your benefits broker or 
sales director today to schedule 
a security learning session. Or, 
call us at 800.789.2720.

Want to 
learn more?


